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Data Retention, Storage & Disposal Policy
1.

DEFINITIONS
In this Policy (as defined below), unless the context requires otherwise, the following words and expressions
bear the meanings assigned to them and cognate expressions bear corresponding meanings –

1.1

“Company” means QuickTrade Proprietary Limited, a limited liability private company duly incorporated
in the Republic of South Africa with registration number 2014/062267/07. Any reference to “We” / “Our” /
“Us” shall be reference to the Company;

1.2

“Data Retention Matrix” means the retention schedule attached to this Policy as Annexure “A”;

1.3

“data subject” means the person (natural or juristic, where applicable) to whom the personal information
relates;

1.4

“de-identify” in relation to personal information of a data subject, means to delete any information that:
(a) identifies the data subject; (b) can be used or manipulated by a reasonably foreseeable method to
identify the data subject; or (c) can be linked by a reasonably foreseeable method to other information that
identifies the data subject;

1.5

“destruction” means the process of destroying or deleting a record, beyond any possible reconstruction;

1.6

“Division” means each business unit within the Company;

1.7

“ECTA” means the Electronic Communications and Transactions Act No. 25 of 2002;

1.8

“Information Officer” means the employee appointed as the Company’s information officer, responsible
for ensuring the Company’s compliance with POPIA and PAIA, and overall responsibility for this Policy;

1.9

“PAIA” means the Promotion of Access to Information Act No. 2 of 2000, as amended or replaced from
time to time;

1.10

“personal information” has the meaning set out in section 1 of POPIA, and includes “special personal
information” as defined in section 26 of POPIA;

1.11

“Policy” means the record retention and disposal policy contained in this document, as amended and
updated from time to time;

1.12

“POPIA” means the Protection of Personal Information Act No. 4 of 2013, as amended or replaced from
time to time, and the regulations thereunder;

1.13

“process” means any operation or activity whether or not by automatic means, concerning records
including collecting, receiving, recording, organising, collating, storing, updating, modifying, retrieving,
altering, consulting or using, disseminating, distributing or making available and merging, linking,
blocking, degrading, erasing, destroying records;

1.14

“record” means any recorded information –

1.14.1

regardless of form or medium, including any of the following:

1.14.1.1

writing on any material;

1.14.1.2

information produced, recorded or stored by means of any tape recorder, computer equipment, whether
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hardware or software or both, or other device, and any material subsequently derived from information so
produced, recorded or stored;
1.14.1.3

label, marking or other writing that identifies or describes anything of which it forms part, or to which it is
attached by any means;

1.14.1.4

book, map, plan, graph or drawing;

1.14.1.5

photograph, film, negative, tape or other device in which one or more visual images are embodied so as to
be capable, with or without the aid of some other equipment, of being reproduced;

1.14.2

in the possession or under the control of the Company;

1.14.3

whether or not it was created by the Company; and

1.14.4

regardless of when it came into existence;

1.15

“records management” is a process of ensuring proper creation, maintenance, use and disposal of
records throughout their lifecycle to achieve efficient, transparent and accountable governance;

1.16

“records system” means an information system for capturing, managing and providing access to records
and may consist of records management software or non-technical processes for records management;

1.17

“restriction” means to withhold from circulation, use or publication any record, but not to delete or
destroy such record; and

1.18

“special personal information” means any personal information that is more sensitive than ordinary
personal information and which requires a higher level of protection including personal information about
religious or philosophical beliefs, race or ethnic origin, trade union membership, political persuasion,
health or sex life, biometric information and criminal behaviour.

2.

INTRODUCTION

2.1

The Company must comply with its obligations under certain laws whenever it processes personal
information relating to data subjects, including its employees, workers, customers, suppliers and any other
individuals we interact with.

2.2

This includes the obligation not to process any personal information which permits the identification of
data subjects for any longer than is necessary to achieve the purpose for which it was initially collected or
subsequently processed unless a longer period is required or authorised by law. The purpose of this policy
is to assist us to comply with that obligation. This Policy should be read alongside the Data Retention
Matrix to this Policy which provides guideline data retention periods for various different types of personal
information we hold.

2.3

Compliance with this policy will also assist us to comply with our ‘data minimisation’ and accuracy
obligations under data retention and disposal laws which require us to ensure that the  personal
information we retain  is relevant, accurate and up to date.

2.4

A failure to comply with data retention and disposal laws could result in enforcement action against the
Company, which may include substantial fines, significant reputational damage and potential legal claims
from individuals. It can also have personal consequences for individuals in certain circumstances i.e.
criminal fines/imprisonment or director disqualification.

2.5

Compliance with this Policy will also assist in reducing the Company’s information storage costs and the
burden of responding to requests made by data subjects under data protection laws such as access and
erasure requests.
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2.6

We are also required under data protection laws to inform data subjects about how long we will retain
their personal information in our privacy notices.

2.7

This Policy is for internal-use only and cannot be shared with third parties, customers or regulators without
prior authorisation from our Information Officer.

3.

PURPOSE OF THIS POLICY

3.1

The primary purpose of this Policy is to ensure that records, irrespective of the format or medium thereof,
that are received or created by the Company in the performance of its functions and in the execution of its
business activities, are managed in such a manner that promotes good governance and compliance with
applicable legislation.

3.2

The objectives of this Policy are –

3.2.1

To ensure that all records:

3.2.1.1

are retained in an appropriate manner, having regard to the content of the record;

3.2.1.2

are retained for an appropriate period of time, having regard to statutory obligations, business
requirements and industry best practices;

3.2.1.3

which are required for evidentiary purposes, are kept in a manner that ensures their admissibility;

3.2.1.4

containing personal information and special personal information are retained and destroyed /
deidentified in the manner required by law;

3.2.2

To ensure that the operational business needs of the Company are met in respect of records; and

3.2.3

To ensure that record management and destruction is done in an orderly and efficient manner and is
properly recorded.

3.3

Records shall be controlled as specified in this Policy because they provide evidence of conformity to
requirements and of the effective operation of the quality management system. Various statutes which
specify minimum retention periods for certain records must be considered. As a general rule the retention
of records should be kept at minimum (statutory) levels. Documents not required for retention purposes
(legally or operationally) should be disposed of in accordance with the process described in this Policy.

3.4

Keeping records for longer than required may lead to increased operational expenses. On the other hand,
the untimely destruction of records could adversely affect the Company’s business operations, the ability
of the Company to defend or institute litigious claims, cause the Company to be in breach of statutory or
regulatory requirements and have a negative impact on the Company’s reputation.

3.5

Records management, through the proper control of the content, storage and volume of records, reduces
vulnerability to legal challenge or financial loss and promotes best value in terms of human and space
resources through greater co-ordination of information and storage systems.

4.

SCOPE AND APPLICATION

4.1

This Policy applies to all the Company staff, contractors, consultants, advisors and service providers
that may deal with the Company records and covers all records in whatever medium such records are
contained.

4.2

This Policy covers all records which are processed by the Company including those listed in the Data
Retention Matrix, irrespective of the media on which such records are created or stored. This includes –
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4.2.1

Paper or hardcopy records;

4.2.2

Electronic or softcopy records (word documents, database, emails, spreadsheets, power-point
presentations etc.)

4.2.3

Scanned images, photographs, external storage media (CD-ROMS, flash drives, video tapes).

4.3

This Policy impacts upon the Company’s work practices for all those who:

4.3.1

create records;

4.3.2

have access to records;

4.3.3

have any other responsibilities for records, for example storage and maintenance responsibilities;

4.3.4

have management responsibility for staff engaged in any of these activities, or manage, or have design
input into record systems including information technology infrastructure.

4.4

This Policy therefore applies to –

4.4.1

all persons within the Company’s organisation including employees (permanent, fixed-term and parttime) and also to all agents, subsidiaries, consultants, contractors, advisors and service providers who have
access to any the Company records; and

4.4.2

records located anywhere including at the Company’s premises, at the homes of employees, on the
premises of service providers and at offsite storage facilities.

4.5

Each employee, contractor, consultant, advisor, service provider or any other third party who has access to
or control over any of the Company records must return all such records to the Company upon the end of
their employment or service with the Company or the expiration of the relevant services agreement with
the Company.

5.

RESPONSIBILITIES AND DATA INVENTORIES

5.1

Records management and record systems that facilitate the use of records are a responsibility shared by
all Divisions and employees.

5.2

The Information Officer will retain a record of the training provided to personnel to ensure that they
understand the Company’s data retention and destruction obligations, their own responsibilities and
the internal processes they need to follow. The Information Officer retains ultimate responsibility for the
implementation of this Policy.

5.3

The Information Officer must ensure that all information assets containing personal information that are under
the control of the relevant Division are retained and destroyed in accordance with this Policy and the Data
Retention Matrix. Measures must be implemented to ensure that each Division can identify when a retention
period is due to expire, so that the Division can carry out a review and determine whether the personal
information should be deleted or destroyed. In addition, periodic reviews should be carried out by each Division
at least annually of the personal information contained in the information assets that are within their control
(even if that personal information is not covered by a retention period contained in the Data Retention Matrix),
to determine whether it is being retained and destroyed in accordance with this Policy.

5.4

This policy applies to all Company personnel (“you” or “your”) and it sets out what we expect from you
to assist the Company to comply with its data retention and destruction obligations under data retention
and destruction laws. All Company personnel play a vital role and you must read and ensure that you fully
understand and comply with this Policy in relation to all personal information which you process on our
behalf and you must attend all related training provided.
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5.5

Your compliance with this Policy is mandatory. Any breach of this Policy may result in disciplinary action.
Compliance with this Policy may be monitored and audited by the Company who will review and make
recommendations on the implementation of the Policy.

6.

RECORDS AND RECORD SYSTEMS

6.1

All records, whether hard copy or soft copy, should possess the following characteristics1  –

6.1.1

Authenticity – records must be able to be proved to: (i) have been generated or communicated by the
person or system purported to have generated or sent such record; (ii) be what the record purports to be;
and (iii) have been sent or generated when purported to have been done so;

6.1.2

Reliability – records must: (i) contain content which can be regarded as a complete and accurate
representation of the activities or facts to which they attest; and (ii) be capable of being depended on for
subsequent activities or transactions.

6.1.3

Integrity – records should be complete, unaltered and protected from unauthorised alteration; and

6.1.4

Usability – records should be easily located, retrievable, interpreted and presented within a reasonable time period.

6.2

All record systems should possess the following characteristics2  –

6.2.1

Reliability – record systems should: (i) be capable of continuous operation; (ii) present records in a usable
way; (iii) store records for as long as they are required in a secure manner; (iv) enable access to authorised
persons; and (v) allow for disposition.

6.2.2

Security – with regard to the risk associated with a record, appropriate measures such as access control,
personnel validation, monitoring and authorised destruction procedures should be implemented to prevent
unauthorised alteration, access, concealment or destruction of records;

6.2.3

Compliant – any regulatory requirements or industry standards should be complied with and record
systems should be assessed regularly for such compliance;

6.2.4

Comprehensive – record systems should be able to manage all relevant records;

6.2.5

Systematic – the generation, capturing and management of records should be systematic by virtue of the
operation and design of the record system.

6.3

In determining the appropriate storage mechanism / record system for a particular record, the Data
Retention Matrix should be consulted as well as the Information Officer. Regardless of the method of
storage, any record system should possess the characteristics set out in paragraph 6.2 above. The Data
Retention Matrix sets out the required format for specified types of records. The actual storage mechanisms
need to take cognisance of a number of factors including –

6.3.1

the content of the record – does it contain personal information or confidential information;

6.3.2

the purpose of the record – does it need to be easily accessible;

6.3.3

cost of storage; and

6.3.4

level of security required. In this regard, physical security and technical security are of equal importance.

6.4

In respect of paper / hard copy records, the following should be considered when determining the
appropriate storage mechanism –

6.4.1

protection against loss due to theft, fire or water damage;

1
2

ISO 15489-1 Second Edition 2016-04-15, Information and Documentation - Records management - Part 1: Concepts and Principles (“ISO 15489:2016”).
ISO 15489:2016
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6.4.2

location of records which are hosted offsite;

6.4.3

access control to files containing records, especially those containing sensitive information;

6.4.4

transport to and from offsite storage facilities;

6.4.5

good filing practices – ensuring that records are kept in an organised and orderly manner which allows for
easy retrievability and use; and

6.4.6

whether a third party is responsible for storage and if so, if there is a written agreement in place with such
third party which is aligned with the requirements of this Policy and applicable legislation.

6.5

In respect of electronic / soft copy records, the storage of such records should be carried out in accordance
with the Company’s policies regarding information security for access controls and for details on the format
or encryption of relevant records in order to secure their confidentiality, integrity and accessibility of the
records. Further, the following should be considered when determining the appropriate storage mechanism:

6.5.1

the temperature, humidity and magnetic fields where servers are located;

6.5.2

password protection, antivirus and access control mechanisms;

6.5.3

location of records which are hosted offsite;

6.5.4

back-up requirements and redundancy; and

6.5.5

whether a third party is responsible for storage and if so, if there is a written agreement in place with such
third party which is aligned with the requirements of this Policy and applicable legislation.

6.6

Where any third party service provider stores records or otherwise processes records on behalf of the
Company, a written agreement must be in place with such service provider which obliges the service
provider to comply with any instructions of the Company in relation to records, to implement security
safeguards consistent with the requirements of this Policy, to keep personal information confidential, to
assist the Company with complying with any regulatory or business requirements in relation to access to
records, to notify the Company immediately in the event of a security compromise in relation to personal
information, to allow the Company to audit the premises and record systems in place and to, at the
Company’s request, destroy or return any records and certify such destruction or return to the Company.

7.

POLICY

7.1

The Company is required under data protection laws to ensure that information assets containing personal
information are not retained in a form which enables the identification of individuals for any longer
than is necessary to achieve the purposes for which the personal information was initially collected or
subsequently processed unless a longer retention period is required or authorised by law. We must be able
to justify our retention of personal information to the authority responsible for enforcing data protection
laws in South Africa (i.e. the Information Regulator3).

7.2

In practice what this means is that the Company must not retain the personal information contained
within information assets for any longer than is necessary:

7.2.1

For the operational purpose that the personal information was collected for, and which the relevant data
subject has been informed of (i.e. in relevant privacy notices);

7.2.2

In order to comply with any applicable statutory or regulatory retention requirements; or

7.2.3

To enable the Company to exercise its legal rights and/or defend against legal claims.

The Information Regulator means the body empowered to monitor and enforce compliance by public and private bodies with the provisions of
the PAIA and POPIA.
3
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7.3

Where a statutory or regulatory retention requirement applies, or where data is relevant to an actual or
potential legal claim, only the specific personal information which is required to be retained in order to
meet the statutory/regulatory retention requirement or for a legal claim, should be retained for those
purposes.

7.4

Personal information may also be retained for a longer period if it is solely for archiving purposes in
the public interest, scientific, or historical research purposes or statistical purposes, in accordance with
the regulatory framework, subject to the implementation of appropriate technical and organisational
measures which are required by data protection laws, in order to safeguard the rights and freedoms of
the Data Subject. If you believe that personal information should be retained for these purposes, please
contact the Information Officer.

7.5

We must take a proportionate approach to data retention, balancing our needs with the impact of
retention on data subjects’ privacy. We also need to comply with all other aspects of data protection laws
in relation to the personal information we retain, including ensuring that its retention is fair and lawful and
that it is secured by appropriate technical and organisational measures to safeguard against unauthorised
or unlawful processing, and against accidental loss, destruction or damage.

7.6

We must ensure that any request received from a Data Subject asking us to delete or destroy their
personal information is dealt with in accordance with data protection laws.

7.7

The Information Officer must ensure that effective processes are in place to ensure that the personal
information within their control is retained, archived and deleted or destroyed in accordance with this
Policy and the Data Retention Matrix.

8.

SECURE DELETION/DESTRUCTION OR ANONYMISING DATA

8.1

A record may only be destroyed if the relevant record retention period has expired and no exceptions to
such destruction applies (including a legal requirement to maintain the record or a specific hold has been
placed on the destruction of the records in question). In which case, the record must first be reviewed and
the relevant action to be taken must be agreed upon between the Division and the Information Officer.
The following actions may be taken pursuant to such review:

8.1.1

Destruction of the record;

8.1.2

Retention of the record for a further period; or

8.1.3

Archiving of the record.

8.2

Recording the Disposal Decision:

8.2.1

As a first step, the nature and contents of any record being considered for disposal should be ascertained.
No record should be designated for disposal unless this has been done. Depending on the complexity of
the document, this should only be done by individuals who possess sufficient operational knowledge to
enable them to identify the record concerned and its function within the Company. Typically, the review
should be done by a representative of the Division in consultation with other relevant stakeholders (such
as legal advisers, the Information Officer, external audit or regulatory bodies).

8.2.2

Any decision regarding whether to destroy a record should take the following into account:

8.2.2.1

Applicable legislative and regulatory requirements;

8.2.2.2

Costs associated with continued storage versus costs of destruction;

8.2.2.3

The legal and reputational risks associated with retaining, destroying or losing control over the record;
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8.2.2.4

Whether the record has any long-term historical, statistical or research value; and

8.2.2.5

Whether the record may be required for investigations, litigation or similar proceedings;

8.2.3

Destruction should be documented by keeping a register of the record destroyed and the that the
Information Officer authorised the destruction. When and why a document is destroyed is particularly
important in the event of a claim against the Company. The Company shall fully document and approve
the destruction process. The applicable statutory requirements for the destruction of information,
particularly requirements under applicable data protection laws, shall be fully observed. The prescribed
data destruction record template is contained in Annexure “B” to this Policy.

8.3

Factors to Consider before Destroying Records

8.3.1

The destruction of a record should not take place other than in accordance with this Policy. Before
destroying a record, it must be confirmed with a representative of the relevant division and the
Information Officer that:

8.3.1.1

there are no pending access requests in terms of PAIA or POPIA in relation to the record;

8.3.1.2

there is no restriction on processing in relation to the record;

8.3.1.3

the record is no longer required by any part of the business;

8.3.1.4

there is no legal or regulatory reason to maintain the record;

8.3.1.5

the record will not be required for the purposes of proof or in any litigation or investigation; and

8.3.1.6

there is no improper motive for the destruction of the record (for example, to destroy evidence).

8.3.2

The Company shall maintain and enforce a detailed list of approved destruction methods appropriate for
each type of record archived whether in physical storage media such as CDROMs, DVDs, backup tapes,
hard drives, mobile devices, portable drives or in database records or backup files.

8.4

Destruction of Hard Copy Records
Personal information or confidential or restricted information must be disposed of in a manner that
maintains the confidentiality of the record. While records not containing personal information or other
confidential information can be thrown into bins, confidential records (including those containing
personal information) must be shredded and/or placed in paper rubbish bins designated for collection by
an approved disposal service provider. All copies of paper records marked for destruction, whether made
for security or back-up purposes, must be destroyed in the same manner.

8.5

Destruction of Soft Copy / Electronic Records
Electronic records contained on servers or storage devices shall be destroyed by the physical destruction of
that media or by completely wiping the electronic record such that it can never be reconstructed. Personal
data records or confirmation and restricted records must be disposed of as confidential waste and in some
cases, where records are not fully destroyed but are anonymised instead, appropriate steps need to be
taken to ensure that the process of anonymisation (i.e. the process of turning a record into a form which
does not identify the persons to whom the information relates). A record of destruction must be certified
and all back-up copies of the electronic records should also be destroyed in the same manner.

8.6

Destruction Exceptions and Litigation Holds
There may be valid reason for a record not to be destroyed in accordance with the destruction
requirements of this Policy. In this case, an exception request should be lodged with the Information
Officer specifying the reason for the exception, which may include a client or business requirement,
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a legal requirement or there may be a vital historical purpose for such record/s being retained. In addition,
a litigation hold may also be issued (by the Company Legal Department) in respect of any information or
records that form part of or are related to any litigation proceeding, which records should be retained and
not destroyed in accordance with this Policy. Such litigation hold may be retained in place for the relevant
records to be preserved for as long as the litigation proceeding is under way or the threat of pending
litigation, regulatory action or government action or order is applicable.

9.

RETENTION OF ELECTRONIC RECORDS UNDER THE ECTA

9.1

The legal framework in respect of electronic communications, including the use of electronic copies as
opposed to hard copies, is largely set out in the ECTA.

9.2

The ECTA applies in respect of any electronic transaction or data message and recognises that information
is not without legal force and effect merely on the grounds that it is wholly or partly in the form of a data
message. In other words, the ECTA applies to all electronic records.

9.3

In assessing the evidentiary weight given to an electronic record, regard must be had to –

9.3.1

The reliability of the manner in which the electronic record was generated, stored and communicated;

9.3.2

The reliability of the manner in which the integrity of the electronic record was maintained;

9.3.3

The manner in which the originator was identified; and

9.3.4

Any other relevant factor.

9.4

In terms of the ECTA, where the law requires that information be presented or retained in its original form,
the requirement of originality is met by retaining an electronic record if –

9.4.1

the record is in the format in which it was generated, sent or received, or in a format which can be
demonstrated to preserve the integrity of the information (i.e. that the information has remained
unaltered, complete and accurate);

9.4.2

information contained in the record is accessible to be usable for subsequent reference; and

9.4.3

that information is capable of being displayed and or produced to the person to whom it is to be
presented.  

9.5

In light of the above, it is extremely important to take all reasonable steps to ensure the reliability and
integrity of any electronic record system used by the Company. It is also important to maintain evidence of
the steps taken to preserve the integrity and authenticity of records stored electronically.

10.

RECORDS CONTAINING PERSONAL INFORMATION

10.1

The Company is obliged to respect the privacy of all data subjects subject to applicable laws. This includes
complying with the provisions of POPIA insofar as they relate to records containing personal information.

10.2

All records should be assessed to determine whether they contain any personal information or special
personal information. If you are unsure about whether a record contains this information, please contact
the Information Officer.

10.3

In terms of POPIA, the Company may not retain personal information for a period longer than is necessary
to achieve the purpose for which it was initially collected or subsequently processed unless a longer
retention period is required or authorised by law and the Company is required to delete, destroy (in such
a way that it cannot be reconstructed) or de-identify the information as soon as is reasonably practicable
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once there is no longer a justification under applicable laws for the retention of such personal information.
In terms of POPIA the justifications for retaining personal information are as follows –
10.3.1

where the retention is necessary to achieve the purpose for which the personal information was initially
collected or subsequently processed;

10.3.2

where the retention of the record is required or authorised by law;

10.3.3

where the Company requires the record to fulfil its lawful functions or activities;

10.3.4

where retention of the record is required by a contract between the parties thereto;

10.3.5

where the data subject (or competent person, where the data subject is a child) has consented to such
longer retention; or

10.3.6

where the record is retained for historical, research or statistical purposes provided that safeguards are put
in place to prevent use for any other purpose.

10.4

When the Company is no longer authorised to retain a record containing personal information, we are
obliged to destroy, delete or de-identify such record. Any destruction or deletion of a record must be done
in a manner that prevents its reconstruction in an intelligible form.

10.5

In instances where the Company utilises personal information for decision-making purposes, an additional
requirement is imposed on the Company, namely that the records be retained for the period prescribed
by law or code of conduct, in the absence of which, for such period which will allow a data subject a
reasonable opportunity to access the records.

10.6

Restricted Processing

10.6.1

In certain instances, the Company is required to place a restriction on the processing of personal
information.

10.6.1.1

In terms of POPIA, the instances where the Company must place a restriction on the processing are where –

10.6.1.1.1

the accuracy of such information is contested by the data subject;

10.6.1.1.2 the personal information is no longer required to achieve the purpose for which it was collected or
subsequently processed (but has to be maintained for purposes of proof);
10.6.1.1.3 the processing is unlawful, and the data subject requests the restriction of use; or
10.6.1.1.4 the data subject requests to transmit the data into another automated processing system.

11.

SOME STATUTES SPECIFYING RETENTION REQUIREMENTS

11.1

Companies Act 71 of 2008 (the “Companies Act”)

11.1.1

The Companies Act specifically states that where a document, record or statement is required to be
retained in terms of the Companies Act, it is sufficient if an electronic original or reproduction of that
document is retained subject to the requirements in ECTA (see paragraph 9.4 above).

11.1.2

In terms of Section 24 of the Companies Act, the following records are to be kept for a period of 7 years: (i)
any documents, accounts, books, writing, records or other information that a company is required to keep
in terms of the Companies Act; (ii) notice and minutes of all shareholders meetings, including resolutions
adopted and documents made available to holders of securities; (iii) copies of reports presented at the
annual general meeting of the company; (iv) copies of annual financial statements required by the
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Companies Act; (v) copies of accounting records; (vi) record of directors and past directors, after the
director has retired from the company; (vii) written communication to holders of securities; and (viii)
minutes and resolutions of directors’ meetings, audit committee and directors’ committees.
11.1.3

Copies of the following documents must be retained for an indefinite period: (i) Registration certificate;
(ii) Memorandum of Incorporation and alterations and amendments; (iii) Rules; (iv) Securities register
and uncertified securities register; (v) Register of company secretary and auditors; and (vi) with regard
to regulated companies, the Register of disclosure of person who holds beneficial interest equal to or in
excess of 5% of the securities of that class issued.

11.1.4

The Companies Act requires that the abovementioned records must be accessible at or from the
company’s registered office or another location, or other locations, within South Africa.

11.2

Tax Administration Act 28 of 2011 (“TAA”)
Section 29 of the TAA requires that a person must keep the records, books of account or documents that
– (i) enable the person to observe the requirements of the TAA; (ii) are specifically required under a tax
Act; and (iii) enable SARS to be satisfied that the person has observed these requirements, for a minimum
period of 5 years. These records must be kept in the Republic of South Africa in order to be available for
inspection by a SARS official.

11.3

The National Credit Act 34 of 2005

11.3.1

In terms of section 170 of the National Credit Act 34 of 2005 (the “National Credit Act”) and regulation
55 and 56 promulgated in terms of the National Credit Act, all credit related records are required to be
retained for a minimum period of 3 years.

11.3.2

Where a third party is appointed to maintain the records, as required by the National Credit Act, the party
making the appointment is not absolved of any responsibility to maintain the records in accordance with
National Credit Act and that party must ensure that any records maintained by the third party will be
available without any undue delay.

11.3.3

Credit-related records include applications for credit; application for credit declined; reasons for decline
of application for credit; pre-agreement statement and quote; credit agreements entered into with
consumers; documentation in support of steps taken in relation to the assessment of the proposed
consumer, record of payments made and documentation in support of any steps taken after default by
consumer.

11.3.4

Records to be retained in respect of operations include a record of income, expenses and cash flow; credit
transaction flows and management accounts and financial statements.

11.3.5

With regard to credit applications and agreements, same are to be retained for a minimum period of 3
years from the date of termination of the credit agreement or in the case of an application for credit that is
refused or not granted for any reason, from date of receipt of the application. Other credit-related records
are to be retained for a minimum of 3 years from the earlier of the date on which the registrant created,
signed or received the document.

11.4

The Consumer Protection Act 68 of 2008

11.4.1

In so far as the Company acts as an intermediary and its activities in relation thereto are not regulated by
other legislation, the Consumer Protection Act 68 of 2008 (the “Consumer Protection Act”) requires in
terms of section 27(3)(b) read with regulation 9 and 10, that a record be retained for a minimum period of 3
years of the information that an intermediary is required to give to a consumer in terms of the Consumer
Protection Act such as the intermediary’s full names, physical business address, postal address, phone
numbers, cellular telephone number, facsimile number, email address and any registration number
assigned or issued to the intermediary by any regulatory body; registration number; the contact details
of its public officers and specification of the exact service to be rendered by the intermediary. Similarly, a
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record is to be kept of any written instruction given or sent by a consumer to the intermediary and where a
transaction is concluded, a record of advice furnished to a consumer which must reflect the basis on which
the advice was given.
11.4.2

Further to this, should the Company run promotional competitions, section 36(11)(b) read with regulation
11 requires that a record of all information relating to the promotional competition is to be retained for a
minimum of 3 years. Information relating to the promotional competition includes –

11.4.2.1

full details of the promoter, including identity or registration numbers, addresses and contact numbers;

11.4.2.2

the rules of the promotional competition;

11.4.2.3

a copy of the offer to participate in a promotional competition;

11.4.2.4

the names and identity numbers of the persons responsible for conducting the promotional competition;

11.4.2.5

a full list of all the prizes offered in the promotional competition;

11.4.2.6

a representative selection of materials marketing the promotional competition or an electronic copy
thereof which must be easily accessible in a generally available format;

11.4.2.7

a list of all instances when the promotional competition was marketed, including details on the dates, the
medium used and places where the marketing took place;

11.4.2.8

the names and identity numbers of the persons responsible for conducting the selection of prize winners
in the promotional competition;

11.4.2.9

an acknowledgment of receipt of the prize signed by the prize winner, or legal guardian where applicable,
and his or her identity number, and the date of receipt of the prize, or where this is not possible, proof
by the promoter that the prize was sent by post or other electronic means to the winner using his or her
provided details;

11.4.2.10

declarations by the persons responsible for conducting the competition made under oath or affirmation
that the prize winners were to their best knowledge not directors, members, partners, employees, agents
or consultants of or any other person who directly or indirectly controls or is controlled by the promoter
or marketing service providers in respect of the promotional competition, or the spouses, life partners,
business partners or immediate family members;

11.4.2.11

the basis on which the prize winners were determined;

11.4.2.12

a summary describing the proceedings to determine the winners, including the names of the persons
participating in determining the prize winners, the date and place where that determination took place
and whether those proceedings were open to the general public;

11.4.2.13

whether an independent person oversaw the determination of the prize winners, and his or her name and
identity number;

11.4.2.14

the means by which the prize winners were announced and the frequency thereof;

11.4.2.15

a list of the names and identity numbers of the prize winners; a list of the dates when the prizes were
handed over or paid to the prize winners; and

11.4.2.16

in the event that a prize winner could not be contacted, the steps taken by the promoter to contact the
winner or otherwise inform the winner of his or her winning a prize and in the event that a prize winner
did not receive or accept his or her prize, the reason for his or her not so receiving or accepting the prize,
and the steps taken by the promoter to hand over or pay the prize to that prize winner.     
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11.5

The Financial Advisory and Intermediary Services Act 37 of 2002

11.5.1

In terms of section 18 of the Financial Advisory and Intermediary Services Act 37 of 2002 (the “Financial
Advisory and Intermediary Services Act”), records must be maintained for a minimum period of 5 years
of all known premature cancellations of transactions or financial products by clients of the provider;
complaints received together with an indication whether or not such complaint has been resolved; the
continued compliance with the requirements referred to in section 8; cases of non-compliance with
the Financial Advisory and Intermediary Services Act and the reasons for such non-compliance and the
continued compliance by representatives with the requirements referred to in section 13(1) and (2).

11.5.2

Furthermore, section 3 of the General Code of Conduct for Authorized Financial Services Providers
and Representatives requires a retention period of 5 years for records pertaining to verbal and written
communications concerning a financial service rendered to a client as well as any other material
documentation relating to the client or financial services rendered to the client. Such client records
and documentation are to be kept safe from destruction for a period of 5 years after termination, to
the knowledge of the provider, of the product concerned, or after the rendering of the financial service
concerned.

11.5.3

Financial service providers are not required to keep the records themselves but must ensure that they are
available for inspection within seven days of the registrar’s request.

11.6

The Financial Intelligence Centre Act 38 of 2001

11.6.1

In terms of sections 22 and 23 of the Financial Intelligence Centre Act 38 of 2001 (the “Financial
Intelligence Centre Act”) whenever an accountable institution establishes a business relationship or
concludes a transaction with a client, the accountable institution must keep record of the identity of the
client or if the client is acting on behalf of another person, the identity of the person on whose behalf
the client is acting and the client’s authority to act on behalf of that other person or if another person is
acting on behalf of the client, the identity of that other person and that other person’s authority to act on
behalf of the client; the manner in which the identity of the aforesaid persons was established; the nature
of that business relationship or transaction and any document or copy of a document obtained by the
accountable institution.

11.6.2

In the case of a business relationship, the records must reflect the information obtained concerning
(i) the nature of the business relationship; (ii) the intended purpose of the business relationship; and
iii) the source of the funds which the prospective client is expected to use in concluding transactions in
the course of the business relationship.

11.6.3

A record of every transaction must be retained, whether the transaction is a single transaction or
concluded in the course of a business relationship, that are reasonably necessary to enable that
transaction to be readily reconstructed. The records must reflect the amount involved and the currency
in which it was denominated; the date on which the transaction was concluded; the parties to the
transaction; the nature of the transaction; business correspondence and where account facilities are
provided to clients, the identifying particulars of all accounts and the account files at the accountable
institution that are related to the transaction.

11.6.4

The records may be retained in electronic format and must be retained for a minimum period of 5 years
from the termination of the business relationship or in the case of a transaction, from the date the
transaction is concluded.

11.7

Basic Conditions of Employment Act, 1997

11.7.1

In terms of section 31 of the Basic Conditions of Employment Act, 1997 (the “BCEA”), every employer must
keep a record containing at least the following information: (a) the employee’s name and occupation; (b)
the time worked by each employee; (c) the remuneration paid to each employee; (d) the date of birth of
any employee under 18 years of age; and (e) any other prescribed information.
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11.7.2

In terms of section 31(2), a record detailing the above must be kept by the employer for a period of three
years from the date of the last entry in the record.

11.8

The Compensation for Occupational Injuries and Diseases Act, 1993
The Compensation for Occupational Injuries and Diseases Act 130 of 1993 (the “COIDA”) requires
employers to retain the following information for a period of four years from the date of last entry into
the relevant record: a) any register, record or reproduction of the earnings; b) time worked; c) payment for
piece work and overtime; and d) other prescribed particulars of all the employees.

11.9

Employment Equity Act, 1998

11.9.1

In terms of section 26 of the Employment Equity Act, 1998 (the “EEA”), an employer must establish and,
for the prescribed period, maintain records in respect of its workforce, its employment equity plan and any
other records relevant to its compliance with this Act.

11.9.2

Employment equity reports containing information about race and gender must be retained for five years
from date of submission to the Director-General and an employment equity plan must be retained for a
period of five years after expiry of the plan.

11.9.3

The EEA affords protection to job applicants and therefore job applicants may institute an unfair
discrimination claim within six months of the claim arising. Therefore the recommended retention period
for information relating to job applicants is between six months to a year after the appointment was made.

11.10

Immigration Act, 2002
In terms of section 38(4) of the Immigration Act, 2002 (the “Immigration Act”), an employer employing
a foreigner shall keep the prescribed records relating thereto for two years after the termination of such
foreigner’s employment.

11.11

Income Tax Act, 1962
In terms of the Income Tax Act, 1962, payroll and wage records have a mandatory retention period of five
years from the and of the financial year in which the payments were made.

11.12

Labour Relations Act, 1995

11.12.1

In terms of section 98(4) of the Labour Relations Act, 1995 (the “LRA”), every registered trade union and
every registered employer’s organisation must preserve each of its books of account, supporting vouchers,
records of subscriptions or levies paid by its members, income and expenditure statements, balance
sheets, and auditor’s reports, in an original or reproduced form, for a period of three years from the end of
the financial year to which they relate.

11.12.2

In terms of section 99 of the LRA, every registered trade union and every registered employers’
organisation must keep (a) a list of its members; (b) the attendance register, minutes or any other
prescribed record of its meetings, in an original or reproduced form, for a period of three years from the
end of the financial year to which they relate; and the ballot papers or any documentary or electronic
record of the ballot for a period of three years from the date of every ballot.

11.12.3

in terms of section 205 of the LRA, every employer must keep the records that an employer is required
to keep in compliance with any applicable (a) collective agreement; (b) arbitration award; and/ or (c)
determination made in terms of the Wage Act. An employer who is required to keep the above records
must retain those records in their original form or a reproduced form for a period of three years from the
date of the event or end of the period to which they relate.
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11.13

Prescription Act, 1969

11.13.1

In terms of section 11 of the Prescription Act, 1969 (the “Prescription Act”), the periods of prescription of
debts are as follows:
(a) thirty years in respect of (i) any debt secured by mortgage bond; (ii) any judgment debt; (iii) any debt
in respect of any taxation imposed or levied by or under any law; (iv) any debt owed to the State in respect
of any share of the profits, royalties or any similar consideration payable in respect of the right to mine
minerals or other substances;
(b) fifteen years in respect of any debt owed to the State and arising out of an advance or loan of money
or a sale or lease of land by the State to the debtor, unless a longer period applies in respect of the debt in
question in terms of paragraph (a);
(c) six years in respect of a debt arising from a bill of exchange or other negotiable instrument or from a
notarial contract, unless a longer period applies in respect of the debt in question in terms of paragraph (a)
or (b);
(d) save where an Act of Parliament provides otherwise, three years in respect of any other debt.

11.13.2

Therefore, insofar as the BCEA or LRA retention periods do not apply to the relevant employment records,
the recommended period of retention would be three years in line with the Prescription Act, in case of any
claims and/ or disputes related to the relevant employment documents.

12.

DATA RETENTION MATRIX

12.1

All records must be characterised by their nature and purpose and must be retained in accordance with
the requirements specified in the Data Retention Matrix, unless an exception applies.

12.2

The Data Retention Matrix indicates –

12.2.1

the minimum retention period (derived from statute or business needs as indicated in the Data Retention
Matrix);

12.2.2

the format in which the record must be retained;

12.2.3

the place of storage; and

12.2.4

the method of destruction.

12.3

The retention periods listed in the Data Retention Matrix are examples of the minimum periods as
prescribed by the relevant legislation. The Data Retention Matrix covers only certain records used in our
business. Unless otherwise stated, the retention period is the minimum number of years from the date
of the last entry in the record. Where there is no statutory requirement, the retention is based on the
conservative period of 5 years used in general practice. Where different legislation is applicable to the
same record, the longer retention period has been selected.

12.4

Notwithstanding the Data Retention Matrix, guidance on each specific record should first be sought from
the Information Manager, prior to the default position being implemented.

12.5

Each Division operating outside South Africa must define its own records retention schedule in
accordance with local legislation and register same with the Information Officer. In the absence of any
country specific retention schedule, the Data Retention Matrix will apply.
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13.

EFFECTIVE DATE AND CHANGES TO THIS POLICY

13.1

The effective date of this Policy is 14 July 2020.

13.2
13.3

We reserve the right to change this Policy at any time without notice to you so please check back regularly
to obtain the latest copy of this Policy. We last revised this policy in February 2022.
Any changes to this Policy must be approved by the Compliance Officer.

14.

ENFORCEMENT AND REPORTING OF BREACHES OF THIS POLICY

14.1

Any noncompliance with the terms of this Policy could have serious legal and reputational repercussions
for the Company and my cause significant damage to the Company. Therefore, any noncompliance could
lead to disciplinary action being taken against the relevant employees.

14.2

Should any employee become aware of any noncompliance with the terms of this Policy, they are
required to immediately report this to their relevant line managers, who in turn should report this to the
Information Officer. Such reports may also be sent to the following email address:
compliance@quicktrade.co.za
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Annexture "A"
Data Retention Matrix
1. Statutorily prescribed retention periods and regulatory retention periods:
Category:
Accounting / Tax
Description: Finances
Examples of documents/data in category
(these are examples only and should not be
considered exhaustive)

Statutorily
prescribed retention
period (Yes/No – if
yes, please include
relevant period)

Relevant statute
Exceptions to retention
(Identify statute
periods
name and relevant
section only)

Annual/quarterly financial reports, balance
sheets, accounts payable, purchase orders,
financial and tax related audits, invoices,
taxes, audited financial accounts, records
relating to reserves, accounting records,
expense reports, financial statements, bank
accounts and other accounts, inventory,
bookkeeping vouchers (e.g. copies of
invoices, tax assessments, wage lists,
payment instructions, travel expense
accounting), risk reports/ models,
records of cumulative client assets,
source documents to substantiate books of
account, returns and reports.

Yes – 5 (Five) years

TAA (Section 29)

Reason for
retention
period, if no
statutory
requirement
present

For any documents,
N/A
accounts, books,
writing, records or other
information that a company
is required to keep in terms
of the Companies Act No. 71
of 2008 (“Companies Act”),
such as annual financial
statements, the company
is required to keep such
records for a period of 7
(seven) years.
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Record format (paper,
media, electronic etc.)

Place of storage

(i) Companies Act
requires that the
information must
be kept in written
form, or other form or
manner that allows
that information to
be converted into
written form within a
reasonable time; and
(ii) TAA requires that
records be kept a) in
their original form in
an orderly fashion at
a safe place; b) in any
other form (including
electronic) as may be
prescribed by the South
Africa Revenue Services
(“SARS”) Commissioner
in a public notice; or c)
in a form specifically
authorised by a senior
SARS official.

(i) Companies Act requires
records to be accessible
at or from the company’s
registered office or another
location within South Africa;
(ii) Tax records must be kept
in South Africa in order to
be available for inspection
by a SARS official.
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Category:
Corporate Entity
Description: Corporate Records
Examples of documents/data in category
(these are examples only and should not be
considered exhaustive)

Statutorily prescribed
retention period (Yes/No – if
yes, please include relevant
period)

Relevant statute
(Identify statute
name and relevant
section only)

Company Secretarial, certificate of
incorporation, title, deeds, board of
directors, shareholder records, stock
certificates, contracts, agreements, internal/
external audit, board minutes, register of
shareholders, memorandum and articles
of association, register of charges, share
transfer documentation, written resolutions,
company registers, powers of attorney, annual
and quarterly reports, merger treaties, board
resolutions, resolutions (i) of stockholder
meetings; and/or (ii) regarding amendments to
the memorandum of association and related
minutes, records on subscriptions to shares,
reports of the executive board, documentation
regarding capital share payments, register of
loan agreements between the company and its
officers, documents relating to real/ personal
property, intellectual property, technical
and IT designs/source code/process flows/
user documentation and licenses, product
documentation, patents, facilities related
agreements including supplier agreements,
insurance policies and certificates accident
records and documentation related to
inspections and hazardous materials, fire
certificates, pension scheme documents,
access control records, security reports,
building drawings and plans, building
inspections and safety reports business
continuity plans.

Yes - As a general rule, for any Companies Act,
documents, accounts, books, Sections 24 and 85.
writing, records or other
information that a company
is required to keep in terms
of the Companies Act, the
company is required to keep
such records for a minimum
period of 7 (seven) years.

Exceptions to retention
periods

Reason for
retention
period, if no
statutory
requirement
present

(i) Where a company has
N/A
been in existence for shorter
than 7 (seven) years, the
company is only required
to keep information for that
period for which has been in
existence (Section 24(2)); (ii)
For documents relating to:
a) Registration Certificate;
Securities register and
uncertificated securities
register; Register of company
secretary and auditors, the
company is required to keep
such documents indefinitely;
and b) For real property
records such as a title, deed
(etc.), indefinitely, or until
such time that the relevant
property is disposed of.
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Record format (paper,
media, electronic etc.)

Place of storage

Companies Act
requires that the
information must
be kept in written
form, or other form or
manner that allows
that information to
be converted into
written form within a
reasonable time.

Companies Act
requires records
to be accessible
at or from the
company's
registered office or
another location
within South
Africa
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Category:
Customers and transactions
Description: Records relating to setting up customer accounts and ongoing work with
customer including details of transactions entered into by company
Examples of documents/data in category
(these are examples only and should not be
considered exhaustive)

Statutorily prescribed
retention period (Yes/No – if
yes, please include relevant
period)

Relevant statute
Exceptions to
(Identify statute
retention periods
name and relevant
section only)

Reason for
retention
period, if no
statutory
requirement
present

Record format (paper,
media, electronic etc.)

Place of storage

Product/service agreements, quotations and
order documents, order tracking, order audit
trail, statements of work, delivery schedules,
terms and conditions, price/volume data,
data protection agreements, client advice
records, contact details, financial analysis
records provided to customer, particulars of
each client's assets and liabilities, summaries
of telephone conversations relating to orders
and transactions, credit records, customer
payment , agreements and transactions
with third parties other than clients and
employees (e.g. suppliers, service providers);
Environmental/health and safety policies,
claims and records.

Yes - 5 (five) years: (i) in
relation to documents
relating to establishment
of business relations,
from the date on which
the agreement was
terminated; and (ii) in
relation to records of
transactions concluded,
from the date on which the
transaction was concluded.

Standard Practice N/A
/ Financial
Intelligence Centre
Act

N/A

Financial Intelligence
Centre Act only provides
that records kept in
terms of sections 22
and 22A may be kept
in electronic form, but
must be capable of
being reproduced in a
legible format. Where
records are kept by a
third party on behalf of a
company, the company
must have free and easy
access to the records
and the records are
readily available to the
Centre (per the Financial
Intelligence Centre
Act) and the relevant
supervisory body for the
purposes of performing
its functions in terms of
the Financial Intelligence
Centre Act.

(i) Companies Act requires
records to be accessible
at or from the company’s
registered office or another
location within South Africa;
(ii) Tax records must be kept
in South Africa in order to
be available for inspection
by a SARS official.

QuickTrade (Pty) Ltd Licensed Financial Services and Licensed Over-the-Counter Derivatives Provider - FSP 45262 | Reg No 2014/062267/07
Executive Directors HS Van Pletsen (Managing), ZM Van Pletsen | Non-Executive Directors HJ Borkum (Chairman), S Chiboo, SEW Coetzee

19

+27 (0)11 315 1000
hello@quicktrade.co.za | www.quicktrade.co.za
Office 104, Floor 5, WeWork South Africa (Pty) Ltd - The Link, 173 Oxford Rd, Rosebank, Johannesburg, Gauteng, 2196
Postnet Suite 31, Private Bag X81, Halfway House, 1685

Category:
Consumer Protection
Description: Records relating to activities performed in an intermediary capacity and records of promotional competitions
Examples of documents/data in category
(these are examples only and should not be
considered exhaustive)

Statutorily prescribed
Relevant statute
retention period (Yes/
(Identify statute name and
No – if yes, please
relevant section only)
include relevant period)

Record of information given to the consumer Yes - 3 (three) years.
in relation to intermediary activities, written
instructions from consumers, terms and
conditions of promotional competitions, list
of prizes to be awarded, offer to participate.  

The Consumer Protection
Act - section 27(3)(b) read
with regulation 9 and 10 in
relation to an intermediary
and section 36 (11)(b)
read with regulation 11 in
relation to promotional
competitions.

Exceptions
to retention
periods

Reason for
retention period,
if no statutory
requirement
present

Record format (paper, media,
electronic etc.)

Place of storage

N/A

N/A

The National Credit Act provides
N/A
that records be kept in an
appropriate electronic or recorded
format, which must be easily
accessible and readily reducible
to written or printed form.

Reason for
retention period,
if no statutory
requirement
present

Record format (paper, media,
electronic etc.)

Category:
Financial Services
Description: Recordings relating to the provision of financial services
Examples of documents/data in category
(these are examples only and should not
be considered exhaustive)

Statutorily prescribed
Relevant statute
retention period (Yes/
(Identify statute name and
No – if yes, please
relevant section only)
include relevant period)

Exceptions
to retention
periods

Cancellations of transactions by clients
of the provider; complaints received;
feedback on complaint resolution;
statement of non-compliance with
Financial Advisory and Intermediary
Services Act and reasons therefore; verbal
and written communications concerning
a financial service rendered.  

Yes - 5 (five) years.

Only in so far
N/A
as the financial
service provider
has been
exempt of its
document
retention
obligations by
the Registrar.  

The Financial Advisory
and Intermediary Services
Act - section 18 and the
General Code of Conduct
for Authorised Financial
Services Providers and
Representatives ("the Code")
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Place of storage

Financial Advisory and
N/A
Intermediary Services Act provides
that records may be kept in an
appropriate electronic or recorded
format, which are accessible and
readily reducible to written or
printed form.
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Category:
Employees and HR
Description: Records relating to employees
Examples of documents/
data in category (these
are examples only and
should not be considered
exhaustive)

Statutorily
prescribed retention
period (Yes/No – if
yes, please include
relevant period)

Relevant statute
(Identify statute
name and relevant
section only)

Exceptions to retention periods

Reason for
retention
period, if no
statutory
requirement
present

Record
format
(paper,
media,
electronic
etc.)

Place of
storage

Employee records and
payroll, personnel files,
job applications, work
authorisations, pension, CVs,
background checks,
licenses / reviews /
examinations, training
records, injuries/accidents,
health and safety, employee
contracts, personnel
records (including director's
investment policy), records
of benefits, disability
records, expense records,
pension and investment
policy, temporary employee
contracts, attendance
records, profit sharing
agreements, medical files,
test papers, references, job
descriptions, employment
passes/visas/work permits,
drug testing and interview
notes, disciplinary and
performance management
processes, details of
employee claims against
the Company.

Yes - for the duration
of employment and
3 (three) years after
date of termination
of employment.

Basic Conditions of
Employment Act No
75 of 1997 ("BCEA");
and Labour Relations
Act 66 of 1995 ("LRA"),
Income Tax Act, 1962
("ITA")Immigration
Act, 2002, ("IA"), the
Prescription Act, 1969
("PA"); the Protection
of Personal
Information Act, 2013
("POPIA") and the
Employment Equity
Act, 1998 ("EEA").

(i) The Compensation for Occupational Injuries and Diseases Act 130 of 1993
("COIDA") requires employers to retain the following information for a period
of 4 (four) years from the date of last entry into the relevant record: a) register,
record or reproduction of the earnings, b) time worked, c) payment for piece
work and overtime and d) other prescribed particulars of all the employees;
(ii) Staff records (after employment terminated) are to be retained for 3 years
after termination (per BCEA); time and piecework records are to be retained
for 3 years after termination (per BCEA); UIF contributor's cards are to be
retained until service is terminated (per BCEA) and wage and salary records
(including overtime) should be retained for 5 years (per TAA).

N/A

N/A

N/A

In respect of payroll and wage records, details of overtime worked, bonuses,
expenses and benefits in kind, they should be retained for five years after
employment ends
The EEA affords protection to job applicants and therefore job applicants may
institute an unfair discrimination claim within 6 months of the claim arising.
Therefore the recommended retention period is between 6 months to a year.
Employment equity reports containing information about race and gender
must be retained for 5 years from date of submission to the Director-General
and an employment equity plan must be retained for a period of 5 years after
expiry of the plan.
In terms of the ECTA employee emails in a Company provided mailbox should
be retained for as long as it is being used and for 1 year thereafter. A longer
period of 3 years after it is being used is recommended, given the law of
prescription.
Records relating to statutory maternity pay records, and statutory adoption,
parental leave and commissioning parental leave should be retained for a
period of 5 years after the end of the tax year in which the period ends insofar
as this leave is paid, as these documents may form part of the audit process.
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Category:
Legal / Regulatory
Description: Required reports to regulatory enquiries
Examples of documents/data in category (these are examples only and
should not be considered exhaustive)

Statutorily prescribed
retention period (Yes/
No – if yes, please
include relevant period)

Relevant statute
(Identify statute
name and relevant
section only)

Exceptions
to retention
periods

Reason for
retention period,
if no statutory
requirement
present

Record format
(paper, media,
electronic etc.)

Place of storage

Regulator submissions, legal/regulatory enquiry, investigation,
complaints, lawsuits, subpoenas, hearings, litigation files, legal
correspondence, records of regulatory relationships, records relating to
management of pension scheme, details of risk management systems,
documents relating to tax investigation, financial promotion records,
records of lending policy, fraud reports to regulators, money laundering
reports, Insurance claims, compliance records including reports &
fillings, regulatory audit reports, succession files, records required
to demonstrate compliance with regulatory requirements, internal
organisation schemes, records on internal control systems, records on
internal audits, reports to management, IT-emergency documents,
records on information on private and corporate customers and
transactions (with regard to money laundering and insider trading).

No - Indefinitely.

N/A

N/A

Standard
Practice

Not specified

Not specified

Category:
General
Description: Correspondence and publications (to the extent not addressed above)
Examples of documents/data in category
(these are examples only and should not
be considered exhaustive)

Statutorily prescribed
Relevant statute
retention period (Yes/
(Identify statute name and
No – if yes, please
relevant section only)
include relevant period)

Exceptions
to retention
periods

Reason for retention period, if no
statutory requirement present

Record format
(paper, media,
electronic etc.)

Place of storage

General correspondence (electronic or
otherwise), press releases, publications.

3 (three) years.

N/A

Subject to certain exceptions, a
civil claim may be brought against
a company for a period of up to 3
years in South Africa (because the
prescription period in South Africa
is 3 years)

N/A

N/A

Standard Practice.
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2. Standard practice retention periods
The retention periods below apply generally to the extent that there are no statutorily prescribed retention periods or regulatory periods.
In other words, the following guideline retention periods are standard practice of the Company.

Category:
Employment related
Description: Recruitment records (pre-employment)
Examples of documents/data in category (these are
Standard practice retention period
examples only and should not be considered exhaustive)
Completed online application forms or CVs; Equal
opportunities monitoring forms; Assessment exercises or
tests; Notes from interviews and short-listing exercises;
Pre-employment verification of details provided by the
successful candidate. For example, checking qualifications
and taking up references; Criminal records checks.

Exceptions to retention periods Record format (paper,
media, electronic etc.)

For unsuccessful candidates 6 - 12 months after notifying    Only in so far as the BCEA or
candidates of the outcome of the recruitment exercise.
LRA retention periods do not
These  records may be transferred to a  successful
apply to the relevant records.
candidate’s personnel file if they are relevant to the
ongoing employment relationship.

N/A

Place of storage
N/A

Category:
Employment related
Description: Collective agreements
Examples of documents/data in category (these are
Standard practice retention period
examples only and should not be considered exhaustive)

Exceptions to retention periods

Record format (paper,
media, electronic etc.)

Place of storage

Any copy of a relevant collective agreement, collective
workforce agreements and past retained on an
employee's record will remain while agreements that
could affect present employees.

Only in so far as the BCEA or
LRA retention periods do not
apply to the relevant records.

N/A

N/A

Examples of documents/data in category (these are
Standard practice retention period
examples only and should not be considered exhaustive)

Exceptions to retention periods

Record format (paper,
media, electronic etc.)

Place of storage

Any contracts with clients.

N/A

N/A

N/A

While employment continues and for seven years after
the contract ends.

Category:
Client records
Description: Client records - Contracts

These documents must be kept for a period of at least
5 years after the cancellation of the contract.
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Annexture "B"
DESTRUCTION RECORD TEMPLATE
Date of
destruction

Type of record
destroyed

Location where
record is stored

Method used to
destroy the record

Serial number of
hard drive or storage
devices destroyed,
where applicable
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